NudopmanmonHas naMATKA IJI5 00y4aAI0MIMXCH

C KaxxapIM roJJOM MOJIoZie’KU B IHTEpHETEe CTaHOBUTHCS OO0JIbILIE, a INKOJIBHUKHN OJJHU U3 CAMbIX
aKTUBHBIX I0JIb30BaTenei Pynera. Mexay TeM, HOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOXHOCTeH, IHTepHET HeceT u mpobiemMbl. DTa namMsTKa JODKHA TTOMOYb Tebe 6e30macHo
HaXOJIUThCS B CETH.

KoMunbroTepHbie BUPYChI

KomnbroTepHblil BUpYC — 3TO Pa3sHOBUIAHOCTbh KOMIIBIOTEPHBIX IIPOrPaMM, OTIIMUUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTh K pa3MHOXKEHHIO. B onosHeHne K 3Tomy,
BUPYCBI MOT'YT ITOBPEAUTH WM NOJHOCTbIO YHUUTOXKUTH BCe (ailiibl U 1aHHbIE,
[OJIKOHTPOJIbHBIE TI0JIB30BATEI0, OT UMEHU KOTOPOTro Obla 3amylleHa 3apakEHHas porpamma,
a TaKk)Ke MOBPEIUTh WIM AaXKEe YHUUTOXKHUThH ONEPALMOHHYIO CUCTEMY CO BCeMH (hailiamu B
11es10M. B OonbIIMHCTBE CllydaeB paclpoCTpaHsAOTCs BUPYChl uepe3 MHTepHeT.

MeTobl 3aIUTEl OT BPCIOHOCHBIX ITPOTpaMM:

I/ICHOHBBYﬁ COBPEMCHHBLIC OIICPAlIMOHHBIC CUCTCMbI, UMCIOIIIUC CGpLéSHLIfI YPOBCHB 3allIUTHI OT
BpPCIOHOCHLIX ITPOI'paMM;

[TocTrosiHHO ycTaHaBnMBa MouTH (LIU(POBBIE 3aMTIATKH, KOTOPbIE aBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C LENBI0 JOPAOOTKH MPOrpaMMBbl) U APYyrre OOHOBIICHHS CBOCH
orepanuoHHoi cucteMbl. CKkauMBail UX TOJIBKO ¢ OQHUIMATBLHOTO caiita pa3padorunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJIEHUS, BKJIIOUH €T0;

Paboraii Ha cBOeM KOMIIBIOTEPE MO/ PaBaMU I0JIb30BaTEINA, @ HE aIMUHUCTpATOpa. ITO HE
HO3BOJIMUT OOJBIIMHCTBY BPEIOHOCHBIX TPOIPaMM HHCTAJUIMPOBATHCS HA TBOEM IIEPCOHAIILHOM
KOMIIBIOTEPE;

Hcrnonb3yil aHTUBUPYCHBIE TPOTPAMMHBIE IPOAYKTBI U3BECTHBIX ITPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

Orpannub GpU3HUECKUI TOCTYI K KOMIBIOTEPY /1Sl IOCTOPOHHUX JIUII;

Hcnonb3yit BHELTHIE HOCUTENIN HMHPOPMALIMK, TaKue Kak ¢uierika, JUCK WiK (ain u3
WuTepHeTa, TONBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

He otkpsbiBaii koMnbIOTEpHBIE (Pailiibl, OJyYEHHBIE U3 HEHAJEKHBIX HCTOYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE pUCIA TBOM 3HAKOMBIN. JIyullle yTOuHHM y HEro, OTHPABIISIL JIM OH TeOe UX.

Cerun WI-FI

Wi-Fi — 310 He BU nepe1ayn JaHHBIX, HE TEXHOJIOTHS, a BCEro JINIIL OpeH, Mapka. Emie B
1991 rony Huzaepinanjackas Kommnanus 3aperucrpuponaina 6pens « WECA», uro o603Havano
cinoBocodetanue «WirelessFidelity», KoTOpsIif mepeBoaUTCS Kak «OecTpoBOAHAS TOUHOCTHY.

Jlo Harero BpeMeHHU JIoIuIa Apyras abopeBrarypa, KoTopas sSBISETCS TaKOU ke TEeXHOJIOTUEH.
D10 abbpeBuarypa «Wi-Fi». Takoe HazBaHuMe OBUIO JaHO C HAMEKOM Ha CTaHIAPT BBICIIHI
3BykoBo# TexHuku Hi-Fi, 4To B mepeBojie 03HaYaeT «BBICOKAs TOUHOCTH.



Ja, 6ecrutaTHBI HHTEPHET-IOCTYII B Kae, OTENAX U adporopTax SBISIETCS OTIMYHON
BO3MOXHOCTBIO BbIX01a B IHTepHET. HO MHOTHE 3KCnIepThl CUMTAIOT, 4TO 00IIEeN0CTYyIHbIE Wi-
Ficetu He sBistoTCS 6€30MIACHBIMH.

CogeTbl 10 0e30macHOCTH paboTe B 001Ie10CTyMHBIX ceTsax Wi-fi:

He nepenapaii cBoro muunHyro nHGopManuio yepe3 odmenoctynasie Wi-Ficern. PaboTas B Hux,
JKEJIaTeIbHO HE BBOJUTH MAPOJIH JJOCTYIIA, JIOTHHBI U KAKUE-TO HOMEPa;

Hcnonb3yit 1 0OHOBIISIN aHTUBUPYCHBIE TPOrpaMMbl B OpanaMay3p. Tem caMbIM Th
o0e3onacutib ceds 0T 3aKaYKU BUpyca Ha TBOE YCTPOWUCTBO;

ITpu ucnonb3oBanuu Wi-Fiotkmoun ¢pyaknuro «OO0mmi 1ocTyn K (aiiiaM 1 IpuHTEpam».
Jannast QyHKIHS 3aKphITa 0 YMOJIYAHUIO, OJJHAKO HEKOTOPHIC IMOJIH30BATEIIN AaKTUBUPYIOT €&
JU1sl y10OCTBA MCTIOJIb30BaHUs B paboTe UiIH yueoe;

He ucnons3yit nyonuunsiit WI-FLis nepegaun TMUHBIX JaHHBIX, HAIPUMED, IJI BHIXOJA B
COLMAJIBHBIE CETH WM B AJIEKTPOHHYIO MOYTY;

Hcnons3yit Tonbko 3amuiieHHoe coequaenue yepe3 HTTPS, a ue HTTP, 1.e. npu Habope BeO-
azpeca BBOIM UMEHHO «https://»;

B mobunbHOM Tenedone otkiaroun Gynkuuio «Iloaxmodenue k Wi-Fiapromaruuecku». He
JIOITyCKai aBTOMaTHYECKOTO MOJIKIIIOYEHHUS YCTpoiicTBa K ceTsiMm Wi-Fibe3 TBoero cormacusi.

ConuajanHbIe CeTH

ConuanbHbIe CETH aKTUBHO BXOJIAT B HAIILY )KU3Hb, MHOTHUE JIFOJHM PA0OTAIOT U KUBYT TaM
MOCTOSTHHO, a B Facebookyke 3aperucTpupoBan MAJUTHAP/T YEIIOBEK, UTO SBISCTCS OTHON
CEeIbMO BCeX JKUTENCH TIaHeThl. MHOTHE MOJIb30BaTeId HE TOHUMAIOT, YTO HH(POPMAIHS,
PasMCIICHHAaA UMW B COOUATIBHBIX CCTAX, MOXKET OBITH HaﬁI[CHa 1 UCII0JIb30BaHa K€M yroaHo, B
TOM YHCJIe HE 00513aTeIILHO ¢ OJIaruMH HaMEPEHHSIMH.

OCHOBHBIC COBETHI 110 0€30ITACHOCTH B CONHUAJIbHBIX CCTAX:

Orpanuyb CIUCOK JIpy3ei. Y TeOs B IPY3bsAX HE JODKHO OBITh CIYYaHBIX M HE3HAKOMBIX
JIIOJIEH;

3amuiaii cBOI0 4acTHYIO *kU3Hb. He ykasbiBail maposiu, TenedoHsl, ajapeca, 1aTy TBOETO
POXJIEHUS U JPYTYIO JUUHYI0 HHPOPMALHIO. 30YMBIIIJIEHHUKA MOTYT MCII0JIb30BATh J1aXe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IIJIAHUPYCTEC MTPOBCCTU KAHUKYJIbI;

3amuinai CBO0 penyTaluio — JIEPKHU €€ B YUCTOTE U 3a1aBail cede BOMPOC: XOTeI ObI ThI,
YTOOBI APYyrUe MOIB30BATENN BUJIENH, YTO ThI 3arpyskaemib? [logymait, mpexae 4emM 4To-To
OITyOJINKOBATh, HAMKCATh U 3aTPY3UTh;

Ecnu T TOBOpHUIIB C JIIDABMHU, KOTOPBIX HE 3HACIIb, HC I/ICHOJ’IBSYﬁ CBOC pCAJILHOC UMA U
APYT'YHO JINYHYIO HH(bOpMaLII/II/II UMs, MECTO JKHUTCIbCTBA, MCCTO y‘-IC6BI H [Ipouce;

N36eraii pazmemenus gotorpaduii B UnTepHeTe, r1e Thl n300pakeH Ha MECTHOCTH, 110 KOTOPOH
MOYKHO OIIPEJIEIUTh TBOE MECTOIOJIOKEHUE;

[Tpu peructpanuu B COIMANBHON CETH HEOOXOAMMO UCIOIb30BaTh CII0XKHBIE MTapOJIH,
cocrosuIe u3 OykB U U(pP U ¢ KOJIUUECTBOM 3HAKOB HE MeHee §;



7. Jns conuanbHOU CeTH, MOYTHI U IPYTHX CAWTOB HEOOXOAMMO UCIIOIB30BATH Pa3HbIE MAPOJIH.
Torna ecau Te6st B3JI0MAIOT, TO 370yMBIIUIEHHUKH MOIy4aT JOCTYI TOJIBKO K OTHOMY MECTY, a
HE BO BCE Cpasy.

JJIEKTPOHHBbIE IeHbI'H

DJEeKTPOHHBIE JICHBI'H — 3TO OYEHb yJOOHBIN CIIOCO0 IIaTeXel, OJJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTSAT MOJYYUTh ITH JI€HBIH.

:‘)J'IGKTpOHHBIG JACHBI'M ITOABHIIMCH COBCEM HEAABHO M UMCHHO H3-3a 3TOI'O BO MHOT'MX
rocyaapCTBax A0 CHUX IOP HC NPONHCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHr (QyHKIIMOHUPYIOT U O HUX Y€ MPOMKUCAHO B 3aKOHE, IJI€ UX Pa3JeNsitoT Ha
HECKOJIBKO BUJIOB — AaHOHUMHbBIE U HE aHOHUMHBbIE. Pa3Huna B ToM, 4TO aHOHUMHBIE — 3TO T€,
B KOTOPBIX pa3peaeTcs MPOBOIUTH oNepauy 0e3 UASHTU()UKALIUH [T0JIb30BaTENs, a B
HEAHOHHUMHBIX UACHTU(UKAIINY [10JIb30BATENS SBISIETCA 0013aTeNIbHOI.

Taxxke ciaenyeT pa3nuyarhb 31€KTPOHHbIE (PUAaTHBIE AEHBIU (PaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM)
U 3JIEKTPOHHBIE He(HUaTHbIE ACHBI'M (HE paBHbI TOCY1apCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 110 OE30IIaCHOM pa60Te C DJICKTPOHHBIMU JACHbI'aMU:

1. TlpuBsixu K cyeTy MOOMIBHBIHN TenedoH. DTo camMblii yIOOHBIH U OBICTPBIN CIIOCO0
BOCCTAaHOBHUTH JIOCTYII K c4eTy. [IpuBs3anHbIi TeneoH MOMOXKET, eciti 3a0y/eb CBOU
IUIATEXKHBIA MapoJIb WK 3aiIelIb Ha CAalT C HE3HAKOMOTO YCTPONCTBA;

2. Hcnonb3yii onHopaszoBble mapoinu. [locie nepexona Ha yCUIEHHYIO aBTOpHU3AIHIO TeOe yKe He
OyJIeT yrposkaTh OMAaCHOCTh KPaXKu WM MepexBaTa IIaTeKHOTO MapoJis;

3. Bribepu cnoxublil napons. [lpectynHukam OyeT He MPOCTO yrajaTh CIOKHBIA Tapoib.
HanexHble nmaposiy — 3T0 MapoJiy, KOTOphle CoJepkKaT He MeHee § 3HAKOB U BKJIFOYAIOT B ce0s
CTPOYHBIE U MPONUCHBIE OYKBBI, HU(PBI U HECKOJIBLKO CUMBOJIOB, TaKHE KaK 3HAaK J0Ju1apa,
¢byHTa, BoCKJIMLATeNbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAU CBOU JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HE JOBCPACHIb.

JJIeKTPOHHASA MOYTA

DJEeKTPOHHAs M0YTa — 3TO TEXHOJOTHUS U MPEJOCTABIIAEMBIE €10 YCIYTH 110 IEPECHUIKE U
HOJIYYEHHUIO AJIEKTPOHHBIX COOOIEHUN, KOTOPbIE PACHPEIEISIOTCS B KOMIBIOTEPHON CETH.
OOBIYHO AJIEKTPOHHBIN MOYTOBBIH SIIKK BBINIAIUT CAEAYIOLUIUM 00pa3oM:
UMs_T0JIb30BaTeNI(@uUMsL_aoMeHa. Takke KpoMme nepeadyn IpocToro TeKCTa, UMeeTcs
BO3MOXKHOCTb NepeaaBaTh (pailiibl.

OcHOBHBIE COBETHI 10 6€30MacHOM paboTe C IMEKTPOHHOM MOUTOM:

1. Hapno BbIOpaTh MpaBUIIBHBIN TOYTOBBIN cepBHc. B IHTepHETE ecTh OrpOMHBII BEIOOD
OecCIUTaTHBIX MOYTOBBIX CEPBHUCOB, OJTHAKO JYYIIE I0OBEPATh TEM, KOTO 3HAEIlb U KTO MEpPBbIi B
pEUTHHTE;

2. He yka3pIBaii B 1TmuHON ToYTe JIMYHYIO HHPOpMaruio. Hampumep, stydmie BEIOpaTh
«My3BIKaNbHBIN _(paHaT@» win «pok2013» BMecTo «remal3y;



Hcnonp3yil ABYX3TaIllHY0 aBTOPU3ALIMI0. DTO KOrJa IOMUMO NapoJisi Hy’KHO BBOJUTH KO/,
npuchUIaeMbii 1o SMS;

Br16epu ciioskHbIN 11apoiib. st Ka)a0ro MOYTOBOTO SIIIMKA JOJIKEH OBITh CBOM HAIC)KHBIMN,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

Ecnu ectb BO3MOKHOCTB HAIIMCATh CAMOMY CBOM JIMUHBIN BOIIPOC, UCIIOJIb3YH 3Ty BO3MOXKHOCTB;

Hcrnonb3yil HECKOIBKO NIOYTOBBIX AIKUKOB. [IepBbIi sl 4aCTHOM NEPENUCKHU € afpecaTaMy,
KOTOPBIM ThI JOBEPSACHIb. DTO MIEKTPOHHBIN apeCc HE HAZ0 UCI0JIb30BaTh IIPU PETUCTPALIUU Ha
dopymax u caiitax;

He oTkpsiBaii (aiiisl 1 Jpyrue BIOKEHUS B MMChMAaX Ja)e eCJIM OHU IMPUIUTH OT TBOUX APY3EH.
Jlydie yTOYHM y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (hailibl;

[Tocie okoHYaHUsT PabOTHI HA IIOYTOBOM CEPBHUCE MEPe]] 3aKPhITHEM BKJIAJIKUA C CAUTOM HE
3a0y1p HaXaTh Ha «BBIATHY.

Ku6epOyuiMHI MJIM BUPTYaJbHOE M31€BATEJIbCTBO

KubepOymiuHr — npecienoBaHue cOOOUICHUSIME, COAEPKAIUMU OCKOPOIECHUS, arpecCulo,
3alyrUBaHKE; XYJIUTaHCTBO; COIMAIbHOE OOMKOTUPOBAHHUE C IIOMOIIBIO PA3TUYHBIX UHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI IO 60OpHOE C KHOEPOYILTUHTOM:

He Opocaiics B 60ii. JIydmmmii crioco0: MOCOBETOBATHLCS Kak ce0sl BECTH U, €CIIM HET TOTO, K KOMY
MO>KHO OOpaTUTHCS, TO BHAYAJIE YCIIOKOUThCS. ECiii Thl HAaYHEeIIb 0TBeYaTh OCKOPOJIECHUSIMU HA
OCKOpOJICHUSI, TO TOJBKO €Ille OOJIBIIE Pa30XIKEITh KOH(IIHUKT;

VYnpasinsii cBoeil kubeppenyranmei;

AHOHHMMHOCTE B CETH MHHUMas. CYHIGCTBYI-OT CHOCOOBI BBIICHUTB, KTO CTOUT 34 aHOHUMHBIM
AKKaYHTOM;

He crout Bectu Xynuranckuii o0pa3 BUPTyalibHOM xU3HHU. IHTEpHET DUKCUpPYET BCe TBOU
JEHCTBUS U COXpaHSeT UX. Y TaIUTh UX OyJIeT KpailHe 3aTpyIHUTENIbHO;

Colmroait cBOM BUPTYaIbHYIO YECTh CMOJIONY;

WUrnopupyit equHu4HbIN HeratuB. OJTHOPa30BbIe OCKOPOUTENbHBIE COOOLICHUS JTyUllle
UrHopupoBaTh. OObIUHO arpeccusi IpeKpalaeTcs Ha Ha4aJIbHOM CTaauH;

ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMU COOOIIEHUSIMU, B COITUATIBHBIX CETSAX €CTh
BO3MOXXHOCTH OJTOKMPOBKH OTIPABKH COOOIICHUI C ONIPEACTICHHBIX aJ[PECOB;

Ecnu TBI cBUACTEND KI/I66p6y.TIJ'II/IHPa. TBou gelicTBUA: BBICTYIIUTBH IPOTUB MPCCIICA0OBATCIIA,
IMoKa3aTb €My, 4TO €TI0 JICP'ICTBI/ISI OLCHUBAKOTCA HETAaTUBHO, MMOAACPKATD KCPTBY, KOTOpOfI
HYXHAa IICUXOJOTNYCCKasa IMoMoIlb, COO6H_II/ITL B3POCJIBIM O (I)aKTC arpe€CCUBHOTO MMOBCACHUS B
CCTH.

MoOuabHbI TeJaedoH



CoBpeMeHHbIe cMapT(HOHBI U IJTAHIIETHI COAEPKAT B ceOe BIIOJIHE B3POCIbINA (DYHKIIMOHAT, U
Terepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMITbIOTepaMu. OHAKO, CPEICTB
3aIUTHI UL TOTOOHBIX YCTPOUCTB IMOKA OYEHb Malo. TeCTUPOBaHUE U TTOUCK ySI3BUMOCTEH B
HUX IPOMCXOJUT HE TaK HHTEHCUBHO, Kak A [IK, To xe camoe kacaercss 1 MOOMIIBHBIX
IIPUIIOKEHUN.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTOJIbHBIE aHATIOTH, OJIHAKO
pacupenue (yHKIIMOHAJA BIICUET 3a cO00I OONBIIYIO CIOKHOCTh U MEHBIIYIO 3alUIIEHHOCTD.

I[aneKo HC BCC IIPOU3BOAUTECIIN BBIITYCKAIOT O6HOBJI€HI/ISI, 3aKpPbIBAIOIIUC KPUTHYCCKUC
YA3BUMOCTH JIsA CBOUX YCTPOﬁCTB.

OcHoBHBIE COBETHI sl 0€30MacHOCTH MOOUITBHOTO TenedoHa:

Huuero He sBisieTcst mo-HacrosieMy OecriaTHbIM. byib ocTopoxeH, Beb Koraa Tede
npeiaraT OecryiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKUe-TO IUIaTHBIE YCIIYTH;

Jymaii, mpexae yem otnpaButh SMS, hoTo nim Buaeo. Tl TOUHO 3HACIIB, T OHU OYAYT B
KOHEYHOM HUTOTE?

Heo6xoanMo 0OHOBIIATE ONEPATMOHHYIO CHCTEMY TBOETO CMapT(hOHA;
Hcronp3yit aHTUBUPYCHBIE TPOTPAMMBI JIJTsI MOOMJIBHBIX TeNE(OHOB;

He 3arpy>1<a171 IMPUITOKCHUA OT HCU3BCCTHOI'O UICTOYHUKA, BEAb OHU MOTYT COACPIKATh
BPCAOHOCHOC IPOIrpaMMHOC O6CCHC‘ICHI/IC;

[Tocne TOoro Kak ThI BEIMICIIB C CaiiTa, TJI€ BBOIIII JIMYHYIO HHPOPMAIIUIO, 3211 B HACTPOUKHU
Opaysepa u ynanu cookies;

Hepﬂonnqecxn HpOBepﬂﬁ KaKHC IVIATHBIC YCIIYI'M aKTUBHUPOBAHBI HA TBOEM HOMCPCE,

JlaBaii cBoif HOMep MOOMIIBHOTO Tene(oHa TOIBKO JHOASIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsiClIb;

Bluetoothgomxken ObITH BHIKIIIOUEH, KOT/Ia THI UM HE ToJb3yenbes. He 3a0p1Bail nHoraa
MIPOBEPSTH 3TO.

Online-urpel

COBpeMeHHBIG OHJ'IaI\/'IH-I/IFpI)I — OTO KPAaCOYHBIC, 3aXBaTbIBAIOIINE PA3BJICYCHM,
O6’L€,Z[I/IH$II-OH_II/IC COTHH TBICAY YCJIOBCK 110 BCEMY MUDY. I/IFpOKI/I HUCCICAYIOT JAHHBIN UM Mup,
06HIaI-OTC$I APyr C APpYTOM, BBIIIOJHAIOT 3aJaHHA, CPAKAIOTCA ¢ MOHCTpaMHU U MOJYYarOT OIIBIT.
3a YAOBOJIbLCTBUC OHU IUIATAT. IIOKYIIAKOT AUCK, OINIAYNBAKOT a0OHEMEHT WIIH HpI/IO6peTaI-OT
KaKue-TO OIIIHUH.

Bce atn CpCAcCTBa UAYT HA IOAACPKAHNEC U PAa3BUTUC UI'PHI, 4 TAKIKC Ha CaMy 0e30IMacHOCTb:
COBCPHICHCTBYIOTCSA CUCTEMbI aBTOPHU3allMH, BBIITYCKAOTCSA HOBBIC IMATUYN (HI/I(i)pOBI)Ie 3aIlJIaTKH
AJid 11por paMM), 3aKPbIBAIOTCA YA3BUMOCTU CCPBCPOB.

B HO,Z[O6HLIX HUrpax CTOUT OMacaTbCA HE CTOJIBKO CBOUX COINICPHUKOB, CKOJIBKO KPaKHU TBOCTO
mapoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMA aBTOpHU3allnuH OONBIIMHCTBA urp.

OCHOBHBIC COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKAayHTa:



Ecnu npyroit urpok Benet ceds TI0X0 WK CO3/aeT Tebe HePUATHOCTH, 3a0JIOKUPYH €ro B
CIIMICKE UTPOKOB;

HO)KEUIy;IC?I AIMUHHUCTpAaTOpaM HMI'PbI Ha IJIOXO0E IIOBECACHUEC 3TOI'0 UI'POKaA, KEIATCIIbHO
IMPUIIOKUTH KAKHUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

He yka3biBaii muunyro nHpopMaiuio B mpodaiiie urpsl;
VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeoumanbHble TATYM U MOJIBI;
Hcnosnb3yil CIOXKHBIE U pa3HbIE APOJIH;

Jlaxe BO BpeMsi UTPbI HE CTOUT OTKJIKOYaTh aHTUBUpPYC. I10Ka ThI urpaenib, TBOM KOMIIBIOTED
MOTYT 3apa3UTh.

@OUINMHTI A Kpaska JIMYHbIX JaHHbIX

OObIYHOM Kpakel JEHET U JIOKYMEHTOB CErOHs Y’KE HUKOTO HE yIUBUIIb, HO C pa3BUTHEM
UHTEPHET-TEXHOIOTUH 3710YMBIIUICHHUKU NIEPEMECTIIIMCH B IHTEpHET, U TPOJOIIKAIOT
3aHUMATbHCS WIFOOUMBIMY JEJIOM.

Tak mosiBUIIach HOBasi yrpo3a: HHTEPHET-MOIICHHHYECTBA WK (UIIKHT, TJIaBHAS 1[EJIb KOTOPOTO
COCTOMT B IMOTYYCHUH KOH(UICHIIMAIBHBIX JAHHBIX MOJIb30BaTEJICH — JIOTHHOB | mapoJeii. Ha
aHTnuickoM s3bike phishingunraercs kak pumuHr (ot fishing— poioHast noBis, password—
MapoJib).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITHMHTOM:

Cnenu 3a CBOUM aKKayHTOM. Ecim ThI I0JJ03peBaciib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00XO0IMMO 3a0JIOKUPOBATh €€ M COOOIIUTh aIMUHUCTPATOPAM pecypca 00 ITOM KaK MOMXKHO
cKopee;

Ucnons3yit 6e30macHbie B€O-CalThI, B TOM YHCJIE, HHTEPHET-Mara3nHOB U MOMCKOBBIX CUCTEM;

Hcnonb3yil ciokHbIe U pa3Hble napoiau. Takum o0pa3om, eciiu Te0s B3JIOMAaIOT, TO
3JI0YMBIIIJICHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIO B CETH, a HE KO BCEM;

Ecnu Te6st B311oManu, To He0OX0IMMO MPEAYIPETUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE
JI00aBJIEHBI y T€0s B IPY3bsAX, O TOM, UTO T€Os B3IOMAJIM U, BO3MOKHO, OT TBOEr0 UMEHH OyIeT
pacchuIaThCs CllaM M CCHUIKU Ha (PUITMHTOBBIE CAlTHI;

VYcranoBu HazgexHbIN napoib (PIN) Ha MoOMIBHBIH TenedoH;
OTKITI0YM COXpaHEeHUe MapoJst B Opaysepe;

He otkpbiBait ¢aitnibl u qpyrue BIOKEHUS B MTUChMaX Jake €CJIM OHU MPUIILTH OT TBOUX APY3eil.
Jlydie yTo4HUu y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TH (aitiib.

ndposas penyranus

[ludposas penmyTanns — 3TO HEraTUBHAS WJIM MO3UTUBHAs HHPOPMALIUS B CETH O TeOe.
Komnpomerupytomias uapopmariius, pazmenieHHas B IHTepHeTe MOXKET cepbe3HbIM 00pa3zomM



OTpa3uThCs Ha TBOCH peasbHOM ku3HU. «LludpoBas pernyranus» — 3TO TBOH UMM, KOTOPBIiA
dbopmupyetcs u3 nuapopmanuu o Tedbe B IHTEpHETE.

TBoe MecTO XKHUTENbCTBA, y1eObl, TBOE (HMHAHCOBOE IOJIOKEHNE, 0COOEHHOCTH XapaKkTepa u
pacckasbl 0 OJM3KUX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHor#e moApOCTKH JISTKOMBICJICHHO OTHOCSITCS K ITyOJIMKAITUU JIMYHON MH(GOpMAIUHU B
NutepHeTe, HE TOHMMAs BO3MOXKHBIX MOCIEACTBUM. ThI 1ake HE CMOKEIIb J0TaaTbCsl O TOM,
yTto pororpadus, pazmerieHHas 5 JeT Ha3al, CTala MPUINHON O0TKa3a MPUHATH TeOS Ha padoTy.

KommeHnTapuu, pazmenieHie TBoux Gororpaduit u pyrue 1eicTBUsS MOTYT HE HCUE3HYTh JaKe
1I0CJI€ TOTO, KaK Thl MX yJanullb. Thl HE 3HaCIlIb, KTO COXPaHUJ 3Ty HH(POPMALIKIO, TIoNalia JIn
OHa B TIOUCKOBBIE CUCTEMBI U COXPAHUIIACH JIU OHA, a TJ1ABHOE: YTO IOJYMAIOT O Tehe
OKpY’Kalolllee JII0I1, KOTOpble HAWAYT U yBUAAT 3T0. Hailtu nHpopmanuio MHOro JieT crycts
CMOXeT JII000H - KaK U3 100pbIX MOOYXIEHUH, TaK M ¢ HAMEPEHUEM IPUYUHUTH Bpea. ITO
MOYET OBITh KTO YI'OJHO.

OCHOBHBIE COBETHI 11O 3aIIUTC I_II/I(i)pOBOI‘/'I penyranuu:

[Toxymaii, mpeskae 4em 4To-To MyOIMKOBATh M IepeaaBarh y cedst B 0JIore WM B COIMATBHON
CeTH;

B nactpoiikax mpoduis ycTaHOBH OTpaHUYCHHUS Ha IPOCMOTP TBOETO MPODUIISL U €T0
COJZIEP’KUMOT0, CIIENAl €ro TOJIBKO VIl IpY3en»;

He pa3memnait u He ykasbiBail HH(GOPMAIIHIO, KOTOPas MOXKET KOT0-JTH00 OCKOPOJISATh HITH
00MXKaTh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IIKOJILHUKU — aKTHBHBIE OJIb30BaTENN U(PPOBOro mpocTpancTBa. OqHaKO
JTAJIEKO HE BCE 3HAIOT, YTO M0JIb30BAaHHE MHOTUMHU BO3MOKHOCTSIMH LIM(PPOBOTO MUpa TpedyeT
COOJTIOJICHHS TTPaB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMUH «WHTEIEKTyalbHasi COOCTBEHHOCThY» OTHOCUTCS K Pa3JINYHbIM TBOPEHUSAM
4eJI0BEYECKOr0 yMa, HauMHasi C HOBBIX U300pETeHUH 1 3HaKOB, 0003HAYAIOLINX COOCTBEHHOCTh
Ha MPOAYKTHI U YCIYTH, ¥ 3aKaHYMBasi KHUramu, potorpadusmMu, KHHOQUIbMAMU U
MY3bIKQJIbHBIMU ITPOU3BEICHUSMM.

ABTOpCKHE MpaBa — 3TO MpaBa Ha UHTEJIEKTYalbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS HAyKH,
JUTEpPaTyphl U UCKyCCTBA. ABTOPCKHE IpaBa BRICTYNAIOT B KAUECTBE FapaHTUU TOT'O, UTO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa He Oy/eT HallpacHbIM, AACT €My CIIpaBe/IMBbIE
BO3MO>KHOCTH 3apaboTaTh Ha pe3ysIbTaTaXx CBOEro TPYAa, MOJYUYUTh U3BECTHOCTh U IPU3HAHHUE.
Huxro 6e3 pa3pelieHns aBTopa He MOXKET BOCIIPOU3BOIUTH €0 MPOM3BEACHUE, PACTIPOCTPAHSATD,
MyOJIMYHO IEMOHCTPUPOBATH, MPO/IaBaTh, UMIOPTHUPOBATh, ITYCKaTh B IMPOKAT, IyOJIUYHO
UCTIOJIHAT, IOKA3bIBATh/UCIIOIHSTh B 3(Upe UK pazmeniaTts B IHTepHeTe.

Hcnonb30BaHue «IMPATCKOTO» MPOrPaMMHOT0 0OecriedeHusI MOXKET PUBECTH K MHOTUM
pHUCKaM: OT MTOTEPH JaHHBIX K TBOMM aKKayHTaM 110 OJIOKUPOBKHU TBOETO YCTPOICTBa, I/ie
YCTAaHOBJICHHBIH He JlerajbHast mporpamma. He cTout Taxske 3a0bIBaTh, 4TO CYIIECTBYET
JerajgbHble U OeCIIaTHBIE MPOTrPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraine



CerteBuvoK.p(h — TBOM TIIABHBIN COBETYHMK B CETH. 3/1€Ch Thl MOXKEIIh Y3HATH 0 0€30MaCHOCTHU B
CETH MOHSATHBIM U JOCTYITHBIM SI3IKOM, a IIPU BOZHUKHOBEHUU KPUTUUYECKON CUTYallUU
00paTHThCS 32 COBETOM. A TaKkKe MPUHATH YIacTHE B KOHKYPCaxX M CTaTh CAMbIM ITU(GPOBBIM
rpaxjaHuHOM !

NudopmanmonHas naMATKA /15 00y4AKOIIMXCH

C KaXXJabIM I'OI0OM MOJIOJCKH B I/IHTepHeTe CTaHOBUTBHCA 6OHBH_IC, a IIKOJIbHUKU OJHHU U3 CaMbIX
aKTHBHBIX MOJIb30BaTenel Pynera. Mexay Tem, MOMUMO OrpOMHOTO KOJIMYECTBa
BO3MOXKHOCTEM, IHTEpHET HeceT u mpoOJieMbl. DTa MaMATKa JODKHA TOMOYb TeOe 0€3011acHO
HAaXOJUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KoMIbroTepHslil BUPYC — 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX IIPOrPaMM, OTINYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K pa3MHOXKEHMIO. B onosHeHue K 3Tomy,
BHUPYChI MOT'YT MIOBPEAUTH UJIU MOJTHOCTHIO YHUUYTOKUTH BCE (pailiibl U JaHHbIE,
HOJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOro OblIa 3amyllieHa 3apaxEéHHas IporpaMmma,
a TaKk)Ke TOBPEIUTh WIH JaKe YHHUTOXHUTDH OTIEPAIIMOHHYIO CUCTEMY CO BCeMH (hailiiamu B
nesnoM. B GonbMHCTBE cityyaeB paclpoCTpaHsAIOTCs BUPYChl yepe3 MHTepHerT.

MeToabl 3aIUTEl OT BPCIOHOCHBIX ITPOTpaMM:

Hcrons3yil COBpeMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOLUE CEPbE3HBIN YPOBEHD 3aILUTHI OT
BPEIJOHOCHBIX IIPOIPaMM;

[TocTosiHHO ycTaHaBIMBal MOYTH (LU(POBBIE 3AIIATKH, KOTOPbIE aBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C [ENBIO JOPAaOOTKH MPOrpaMMBbl) U Ipyrue OOHOBJIICHHS CBOCH
OTIeparMoHHON crcTeMbl. CKauMBai X TOJIBKO ¢ OQHUIMAILHOTO caiita pa3padorunka OC. Eciu
CYIIECTBYET PEKUM aBTOMATUUYECKOTO OOHOBIICHUS, BKIIIOYH €T0;

PaboTaii Ha cBoeM KOMIIBIOTEPE MO/ TPaBaMH T0JIb30BATENS, @ HE aIMUHICTPATOpa. DTO HE
TII0O3BOJIUT 6OJ'II>HII/IHCTBy BPCAOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATLCSA HA TBOEM IIEPCOHATIBHOM
KOMITBIOTEPE;

Hcnone3yit aHTUBHPYCHBIE IPOTPAMMHBIE TTPOAYKTHI U3BECTHBIX TPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBIJIEHHEM 0a3;

Orpanndb pU3NYECKUI T0CTYN K KOMIBIOTEPY /JIs1 HOCTOPOHHUX JIMII;

Hcnonp3yil BHEIIHME HOCUTEIN UH(OPMAaIINK, TaKie Kak (uielika, T1cK Win Qain u3
HuTepHeTa, TONBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

He oTkpsiBaii KOMIIbIOTEpHBIE (ailiibl, TOTYYEeHHBIE U3 HEHAIEKHBIX HCTOYHUKOB. Jlaxe Te
¢aiinbl, KOTOpbIE MPUCIIa TBOW 3HaKOMBIH. Jlydilie yTouHH y Hero, OTIpaBJIsl U OH TeOe UX.

Cern WI-FI

Wi-Fi — 310 He BuJ nepeiaun TaHHBIX, HE TEXHOJOTHS, a BCETO JIMIIb OpeH, Mapka. Eme B
1991 rony HumepiaHackas KoMmnaHus 3apeructpupoaia opera « WECAy, uto 0603Hagao
cioBocouetanue «WirelessFidelity», KoTopblil mepeBoaUTCS Kak «OECIPOBOAHAS TOYHOCTHY.


http://сетевичок.рф/

Jlo Hamero BpeMeHH JAoIIa Ipyras abopeBuaTypa, KOTopas sSBJISIETCS TAKOU )K€ TEXHOJIOTHEH.
D10 abbpeBuarypa «Wi-Fi». Takoe HazBaHuMe OBLIO JaHO C HAMEKOM Ha CTaHAAPT BBICIIHI
3ByKkoBo#i TexHuku Hi-Fi, 4To B mepeBosie 03Ha4aeT «BBICOKAsE TOYHOCTbY.

Ja, 6ecruiaTHbI HTHTEPHET-0CTYI B Kade, OTeNAX U a3poropTax ABJISIETCS OTIIMYHON
BO3MOXHOCTBIO BbIX0a B IHTepHET. HO MHOTHE SKCTIEpPTHI CUUTAIOT, UTO 00IIe 0CTyHBIE Wi-
Ficeru He sBis0TCS 6€30MaCHBIMHU.

CogeTsl 10 0e30macHOCTH paboTe B 001Ie10CTyMHBIX ceTsax Wi-fi:

He nepenasaii cBoro nuunyto nHpopmanuto yepes oomenocrynasie Wi-Ficeru. Paborast B HUX,
JKCJIATCIIbHO HC BBOJAUTD IAPOJIA JOCTYIIA, JIOTUHBI 1 KAKHC-TO HOMEPA,

Hcnonb3yit 1 0OHOBIISIN aHTUBUPYCHBIE ITPOrpaMMbl B Opanamaya3p. Tem caMbIM ThI
obe3onacuiib ceds 0T 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

[Tpu ucnons3oBanuu Wi-Fiotkmoun ¢pynkiuio «O0muii 1ocTym K Qaiinam 1 mpuHTepam».
Jannast QyHKIHS 3aKphITa 10 YMOJYAHUIO, OJTHAKO HEKOTOPHIE TMOIh30BATEIIN aKTUBUPYIOT €€
JUTsl y100CTBa UCIIOJIb30BaHMsI B paboTe min yuebe;

He ucnons3yii nyonuunsiit WI-FLuis nepegaun TMUHBIX JaHHBIX, HAIPUMED, IJI BHIXOJA B
COLMAIIBHBIE CETH WM B AJIEKTPOHHYIO MOUTY;

Hcnons3yit Tonbko 3amuiieHHoe coequaenue yepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-
azpeca BBOIM UMEHHO «https://»;

B MobunsHoM Tenedone orkmoun pynknuio «Ilogkmoyenne k Wi-FiaBromatuuecku». He
JIOITyCKai aBTOMaTHYECKOTO MOIKIIIOYEHHUS YCTpoiicTBa K ceTsiMm Wi-Fibe3 TBoero cormacusi.

ConuajanHbIe CETH

CoruanbHbIe CeTH aKTUBHO BXOST B Hallly ’KH3Hb, MHOTHE JIOJU padOTaIOT U )KUBYT TaM
NMoCcTOSIHHO, a B Facebookyske 3aperucTpupoBan MIJIITUAP/T YETOBEK, YTO SBISETCS OJHOU
CeIbMOM BCeX KUTeNel TuiaHeThl. MHOTHE T0JIh30BaTeNld HE TOHUMAIOT, YTO HH(OopMaIus,
PasMCIICHHAA UMU B COLIMAJIBHBIX CECTAX, MOXKCT OBITH Haﬁ)leHa H HUCII0JIb30BaHa KEM YyroaHo, B
TOM YHUCJIE HE 0053aTebHO ¢ OIarMMH HAMEPEHHSIMH.

OCHOBHBIE COBETHI IO OC30IACHOCTH B COIMAJIBHBIX CCTAX!

Orpanuyb CIUCOK JIpy3ei. Y Te0s B IPY3bsAX HE JODKHO OBITh CIIYYaHBIX M HE3HAKOMBIX
JIIOJIEH;

3amuiaiil cBOI0 4acTHYIO *kU3Hb. He ykasbiBail maposu, TenedoHsl, ajapeca, 1aTy TBOETO
POXJIEHUS U JAPYTYIO JUYHYI0 HHPOPMALKIO. 370YMBIIIJIEHHUKA MOTYT MCIIOJIb30BaTh JJaXe
I/IH(i)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTEIIN IIJIAHUPYCTE ITPOBECTH KAHUKYJIbI;

3amuinai CBOO penmyTaIuio — JIEPKH €€ B YUCTOTE U 3a71aBail ce0e BOIPOC: XOTeI ObI THI,
4TOOBI APYyrye MOIB30BATENN BUJIENH, YTO ThI 3arpyskaemib? [logymail, mpexae 4emM 4To-To
OITyOJIMKOBATh, HAMKCATh U 3aTPy3UTh;

Ecnu T TOBOpHIIB C JIFOABMHU, KOTOPBIX HE 3HACIIb, HC I/ICHOJ’IBSYﬁ CBOC pCAJILHOC UMA U
APYT'YHO JINYHYIO I/IH(I)OpMaLII/II/IZ HUMs, MECTO XKHUTCIJIILCTBA, MECTO y‘Ie6BI " Ipouce;



5. MUz6eraii pazmemienus gororpaduii B IHTEepHETE, T1I€ ThI H300pakeH Ha MECTHOCTH, TI0 KOTOPOii
MOYKHO OTIPEJICITUTh TBOE MECTOIIOJIOKCHHUE;

6. Ilpu perucrpanuy B COMAIBLHON CETH HEOOXOUMO HCIIOJIb30BaTh CIOMXKHBIC ITAPOIIH,
cocrosmme U3 OyKB ¥ (P U C KOJTUIECTBOM 3HAKOB HE MEHEe §;

7. Jlnd conuanbHOM CeTH, MOYTHI U APYTUX CAaWTOB HEOOXOAMMO HCIIOIb30BaTh Pa3HbIE TAPOJIH.
Torpaa ecnu Te0s1 B3IOMAIOT, TO 3JI0YMBIIIJICHHUKHU MOTy4YaT JOCTYH TOJIBKO K OJJHOMY MECTY, a
HE BO BCE Cpasy.

JJIEKTPOHHBbIE IeHbI'H

DJEeKTPOHHBIE JICHBI'H — 3TO OYEHb yJOOHBIN CIIOCO0 IIaTeXel, OJJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTSAT MOJYYUTh ITH JICHbIH.

:‘)J'IeKTPOHHBIe JACHBI'M ITOABHUIINCHh COBCEM HEAABHO U UMCHHO H3-3a 3TOI'O BO MHOT'MX
rocyaapCTBax A0 CHUX IMOP HEC NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM (yHKIMOHHUPYIOT M O HUX YK€ TIPONHMCAHO B 3aKOHE, TJI€ UX pa3AeisaioT Ha
HECKOJIBKO BUJIOB — AHOHUMHBIE U HE aHOHMMHBIE. PazHuna B ToM, 4TO aHOHMMHBIE — 3TO T€,
B KOTOPBIX pa3pemaeTcs MPOBOIUTH ONiepaliy 0e3 HASHTU(UKAIIUH [TOJIb30BATENs, a B
HEaHOHMMHBIX MJICHTU(UKALIUU OJIb30BATENIs ABISETCS 00s13aTeIbHOM.

Taxxke cinenyeT pa3niuyarhb 31€KTPOHHbIE (PUAaTHBIE AEHBIU (PaBHbI TOCYAAPCTBEHHBIM BaJIIOTaM)
U 3JIEKTPOHHbIE He(UaTHbIE ACHBIM (HE paBHBI TOCY1APCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI 110 OE30IIaCHOM pa60Te C DJICKTPOHHBIMU JACHbI'aMU:

1. TlpuBsixu K cyeTy MOOMIBHBIHN TenedoH. DTo camMblii yIOOHBIH U OBICTPBIN CIIOCO0
BOCCTaHOBHUTH JIOCTYII K cueTy. [IpuBs3anHbIi TeneOH MOMOXKET, eciy 3a0yAenib CBOI
IUTATEXHBIA MapOoJIb WK 3aii/ienIb Ha CaliT ¢ HE3HAKOMOT'0 YCTPOUCTBA;

2. HWcnonb3yii onHOpa3zoBblie maponu. [locie nmepexoaa Ha yCUIEHHYIO aBTOpHU3AIHIO TeOe yKe He
OyJIeT yrposkaTh OMAacCHOCTh KPaXKu WM MepexBaTa IIaTeKHOTO MapoJis;

3. Bribepu cinoxHbIi mapons. [IpecTynHukam OyJeT He POCTO yraJaTh CIOKHBIA apoOib.
HanexHble maposiy — 3T0 MapoJiy, KOTOphle CoJepkKaT He MeHee § 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHBIE U MPOMHUCHBIE OYKBBI, HU(PBI U HECKOJIBLKO CUMBOJIOB, TAKHE KaK 3HAaK J0Ju1apa,
¢byHTa, BoCKJIMLATEeNbHbIN 3HaK U T.I. Hanpumep, StROng!;;

4. He BBOAU CBOU JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HE JOBCPACHIb.

JJIeKTPOHHAA MOYTA

DIIEKTPOHHAs [10YTa — 3TO TEXHOJIOTHS U MPEAOCTABIIIEMBIE €10 YCIYTH 0 IEPEChUIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIICHHIA, KOTOPBIE PACTIPEACTISIOTCS B KOMITBIOTEPHON CETH.
OOBIYHO JIEKTPOHHBIN TTOYTOBBIN SIIUK BBITIISIUT CIEIYIOMAM 00pa3oM:
UMs_TIOJb30BaTeNsI(@uMsi_noMeHa. Takke KpoMme mepeaayu mpocToro TeKCTa, UMeeTCst
BO3MOKHOCTH TIepe/1aBaTh (haubl.

OcHOBHBIE COBETHI 110 6€30MacHOM paboTe C IMEKTPOHHOM MOUTOM:



Hano BeIOpaTh IpaBUIIBHBIN MOYTOBBIN cepBUc. B IHTEpHETE ecTh OrpOMHBIN BHIOOD
OecrIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIE JOBEPITh TEM, KOTO 3HACIIb U KTO MEPBLIil B
pEUTHUHTE;

He yka3piBaii B mruHON noute TM4YHYyI0 HHGOopManuio. Hapumep, sydiie BEIOpaTh
«MY3BIKaTBHBIN _(paHaT@» mim «pok2013» BMecTo «remal3»;

Hcnonp3yii AByXATAaHYIO aBTOPH3ALUIO. DTO KOTAa HIOMHMO MapoJisi HY>KHO BBOJHTH KO/,
npucbuIaeMblil mo SMS;

Bri6epu ciioxxHbIN Taposib. JlJis KaKa0ro MOYTOBOTO SITUKA JOKEH OBITh CBOWM HAJIC)KHBIH,
YCTONYUBBIN K B3JIOMY MapOJIb;

Ecnu ecTth BO3MOKHOCTE HaIlmmcaTh CaMOMYy CBOM JIMYHBIHI BOIIPOC, PICHOJIB3YI>'I 9Ty BO3MOKHOCTbD,

Hcnonb3yit HECKOIBKO MOYTOBBIX SIIIUKOB. [1epBblil 17151 4acTHOM MEPENCKH C aapecaTaMu,
KOTOPBIM ThI JIOBEPSICIIb. ITO JIEKTPOHHBIN a/ipec He Ha/I0 UCIIOJIb30BATh MIPU PETUCTPAIIUU Ha
dbopymax u caiitax;

He otkpsiBaii Qaiiniel u qpyrue BIOKEHUS B MUChMaX JaKe €CIIM OHH MPUIILIU OT TBOUX JAPY3€H.
Jlydiie yro4HM y HUX, OTIIPABIISUIN JIU OHU TeOe 3TH (haiisbl;

[Tocne okoHYaHus pabOTHI HA IOYTOBOM CEPBHUCE MEPE] 3aKPHITHEM BKJIAJIKU C CAUTOM He
3a0yab HaXaTh Ha «BBIATHY.

KuoepOy/uiMHT MM BUPTYaJIbHOE U31€BATEJIbCTBO

KubepOymuHr — rnpecienoBanne COOOMICHUSIME, COJIEPIKAIUMHI OCKOPOJICHHSI, arpecCuIo,
3allyTHBaHKE; XyJIUTaHCTBO; COIIMAIBHOE OOMKOTUPOBAHKE C IIOMOIIBIO PA3INYHBIX HHTCPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KUOEPOYIITUHIOM:

He Gpocaiics B 60i1. JIyummii crioco0: mocoBeToBaThes Kak ce0st BECTH U, €CIH HET TOT0, K KOMY
MO’KHO O0OpaTUThCS, TO BHAYaje YCIOKOUThCs. Eciiy Thl HaUHEelIb 0TBeUaTh OCKOPOJIEHUSIMU HA
OCKOPOJIEHUS, TO TOJIBKO elle OOJIbIle Pa30XKellb KOH(IUKT;

VYmpasinsii cBoeil kubeppenyTamnmei;

AHOHHMMHOCTE B CETH MHHUMaSs. CYHIGCTBYI-OT CHOCOOBI BBIICHUTB, KTO CTOUT 3a aHOHUMHBIM
AKKAaYHTOM;,

He crout Bectu Xynuranckuii o0pa3 BUPTyalibHOM kU3HHU. IHTEpHET QUKCHpPYET BCe TBOU
NEHCTBUS U COXpaHSeT UX. Y TaNUTh UX OyJIeT KpaiHe 3aTpyIHUTENbHO;

Co0mroait CBOI BUPTYaIbHYIO YECTh CMOJIONY;

Urnopupyit enuHn4HbIN HeraTuB. OJIHOpa30Bble OCKOPOUTEIbHbBIE COOOICHHUS JTyYIlle
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOU CTaIuH;

Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B COLIMATBHBIX CETAX €CTh
BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOIICHUH C ONPEIETICHHBIX aJ[PECOB;



8. Ecnu 161 cBUAETENH KNOEpOyuMHTa. TBOM IEHCTBUS: BHICTYNIUTh POTUB MIPECIIE0OBATEINS,
IIOKa3aTh €My, 4TO €T0 IEeHCTBUS OLICHUBAIOTCS HETaTUBHO, IOIEPKATh JKEPTBY, KOTOPOU
HYXXHA [ICUXO0JIOTUYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpecCUBHOTO MOBEICHHS B
CeTH.

MoOuabHbIi TeaedoH

CoBpemenHble cMapT(HOHBI U MIAHIIETHI COAEPKAT B ce0e BIOJHE B3POCIbIA (QYHKIIMOHAT, U
Terepb OHU MOTYT KOHKYPHUPOBAThH CO CTAIIMOHAPHBIMU KOMITbIoTepamMu. OIHaKO, CPEACTB
3alUTHI JJ1 TOJ0OHBIX YCTPOMCTB MOKa O4eHb Maso. TecTupoBaHUE U MOUCK YSI3BUMOCTEH B
HUX MPOUCXOJIUT HE TaK MHTeHCUBHO, Kak s 1K, To e camoe kacaeTcsi 1 MOOMIIBHBIX
MIPUITOKEHU .

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTOJIbHBIE aHAIOTH, OJTHAKO
pacupenre (yHKIIMOHAJA BIICUEeT 3a cO00I OONBIIYIO CIOKHOCTh U MEHBIIYIO 3alUIIEHHOCTD.

,Z[aJIGKO HEC BCC IIPOU3BOAUTECIIN BBIITYCKAIOT O6HOBJI€HI/I$I, 3aKpPbIBAIOIUC KPUTHYCCKUC
YA3BUMOCTHU [JIA CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI JyIsi 0€30MacCHOCTH MOOMIIBLHOTO TeneoHa:

1. Hwuuero He sIBIsETCS MO-HACTOAIEMY OeCIUIaTHBIM. Byib OCTOpOKEH, Bellb Korja Tebe
npeiaraT OecIiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCIIYTH;

2. Jlymaii, mpexxae uyeM oTipaBuTh SMS, poTto unm Buneo. Thl TOUHO 3HACIID, T/I€ OHU OYIYT B
KOHEYHOM HUTOTE?

3. Heo0xoammo 0OHOBIISTH ONIEPAIMOHHYIO CUCTEMY TBOETO cMapThOHA;
4. Hcnonb3yil aHTUBHPYCHBIE IIPOTPAMMBI JJIs MOOMITBHBIX TEJIe(hOHOB;

5. He 3arpyxait mprioKeHus: OT HEM3BECTHOT'O UCTOYHHKA, BEIb OHU MOTYT COJIEP>KaTh
BPEIOHOCHOE MTPOrpaMMHOE 00eCIIeUeHHE;

6. Ilocne Toro kak Thl BBIIACIIL C CaliTa, T BBOAWI JTUYHYIO HH(OPMAILINIO, 3aliI1 B HACTPOUKHU
Opaysepa u ynanu cookies;

7. Tlepuonuyecku NpoBepsii Kakue MIaTHBIE YCIyTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

8. aBaii cBoif HOMEp MOOMIIBHOTO Tene(OoHa TOIBKO JIOASIM, KOTOPBIX ThI 3HACLIb U KOMY
JIOBEpsiClIb;

9. Bluetoothmomken ObITH BRIKITIOUCH, KOT/Ia ThI UM HE MOJIb3yenbesi. He 3a0b1Bait nHOT /1A
MPOBEPSTH 3TO.

Online-urpsl

CoBpeMeHHbIE OHJIAH-UIPbl — 3TO KPACOYHBIE, 3aXBATHIBAIOIINE Pa3BICUYEHNUS,
00BeAMHSIOIINE COTHU ThICAY YEJIOBEK 10 BceMy Mupy. rpoku uccneayoT JaHHBIH UM MUD,
0O0IIAI0TCS IPYT € APYTOM, BBIIOJHSIOT 3a/IaHUsI, CPAXKAIOTCS C MOHCTPAMHU U TOJTYYalOT OIBIT.
3a yI0BOJIBCTBUE OHU IIATAT: NOKYIAIOT JUCK, OIIAaYMBAIOT A00OHEMEHT MM IPUOOPETAIOT
KAaKHe-TO OILIUH.



Bce a1u cpeacTBa uayT Ha MoAIepKaHUE U Pa3BUTHE UTPHL, @ TAKXKE HAa caMy 0€30IacHOCTb:
COBEPIICHCTBYIOTCS CUCTEMbBI aBTOPU3ALINHU, BBIITYCKAIOTCS HOBBIE NAaT4X (1M POBLIE 3aIUIaTKH
JUIsL IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTU CEPBEPOB.

B l'[OI[O6HBIX HUrpax CTOUT OoracaTrbCsa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaXXH TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHAa CUCTEMaA aBTOpHU3aAllUU OOJIBIIIMHCTBA urp.

OCHOBHBIC COBETHI 110 0€30ITaCHOCTH TBOETO HI'POBOI'0 aKKayHTa:

Ecnu apyroit urpok Benet ceOs MI0X0 WK CO3[aeT Tede HePUATHOCTH, 3a0JIOKUPYH ero B
CIIUCKE UTPOKOB;

HO)KEUIy;IC?I AIMUHHUCTpAaTOpaM MI'PbI HA IJIOXO0EC IMOBECACHUEC 3TOI'0 UI'POKaA, KEJIATCIIBHO
IMPUIIOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

He yka3biBaii muunyro nHpopMaluio B mpodaiiie urpsl;
VYBakail Ipyrux y4aCTHUKOB I10 UIPE;

He ycranaBnuBaii HeopumanbHbIe TATYH U MOJIBI;
Hcnosnb3yil CIOXKHBIE U pa3HbIE APOJIH;

Jlaxe BO BpeMsi UTPBI HE CTOUT OTKJIKOYaTh aHTUBHpPYC. [Ioka ThI urpaenis, TBOM KOMIIBIOTED
MOTYT 3apa3uTh.

@OUINMHTI A Kpaska JINYHbIX JaHHbIX

OObIYHOM Kpakel JEHeT U JIOKYMEHTOB CErOHs Y’KE HUKOTO HE yIUBUIIb, HO C pa3BUTHEM
UHTEPHET-TEXHOIOTUH 37I0YMBIIUICHHUKU IEPEMECTIIIMCH B IHTEpHET, U TPOJOIIKAIOT
3aHUMATBCS WIHOOMMBIMY JETIOM.

Tak nosiBuIach HOBas yrpo3a: MHTEpPHET-MOILIEHHUYECTBA WK (DUILKHT, TJIaBHAs 1[eJIb KOTOPOTO
COCTOUT B TOJIY9E€HUH KOH(PUACHIIMATBFHBIX JTaHHBIX MOJIh30BaTEIel — JIOTHHOB U mapoJeid. Ha
aHriauiickoM s3bike phishinguuraercs kak ¢umuHr (ot fishing— priGHast noBms, password—
MapoJib).

OcHOBHBIE COBETHI 110 OOPHOE € QUILTMHIOM:

Cnenu 3a cBOUM akkayHTOM. Eciiu ThI TIOJJ03peBaeiiib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00XO0IMMO 3a0JIOKUPOBATh €€ M COOOIIUTh aIMUHUCTPATOPAM pecypca 00 ITOM KaK MOXHO
cKopee;

Hcnonp3yit 6e30macHbie B€O-CalThI, B TOM YUCJIE, HHTEPHET-Mara3nHOB U MOMCKOBBIX CHCTEM;

Hcnone3yii ciokHble U pa3Hble Mapoiu. TakuM o0pa3om, eciiu Te0s B3IOMAaI0T, TO
3II0YMBIIIJICHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

Ecnu Te6st B3moManu, To He0OX0IMMO MPEAYNPETUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
N00aBJICHBI y T€0S B IPY3bAX, O TOM, UTO T€OS B3JIOMAJIA U, BO3MOYKHO, OT TBOETO UMEHHU OyJieT
pacchuIaThCs CllaM M CCHUIKU Ha (PUITUHTOBBIE CAlTHI;

YcranoBu HazexHbIN mapoib (PIN) Ha MoOMIBHBIH TenedoH;

OTKITI0YM cOXpaHeHUEe Mmapois B Opaysepe;



7. He oTkpsIBail (aiiiasl 1 qpyrue BIOKEHHS B MMChbMAaXx J1aXe €CJIM OHU MPUIILIH OT TBOHMX JIpY3eH.
Jlydie yTOYHM y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (paiiibl.

Hudposas penyranus

[Mudposast penyTraiusi — 3TO HEraTUBHAS WK MTO3UTHUBHAS HHPOPMAIIHS B CETU O Teoe.
Komnpomerupyromas nadopmarus, pazmenieHHas B THTepHeTe MOXKET cepbe3HbIM 00pa3oM
OTPa3UThCs HA TBOCH peanibHOM ku3HU. «[ludpoBas pemyranus» — 3TO TBOH UMUK, KOTOPBIT
dopmupyercs u3 undopmanuu o rede B luTepHere.

TBoe MecTo XKHUTENbCTBA, Y4eObl, TBOE (PUHAHCOBOE MOJIOKEHNE, 0COOCHHOCTH XapaKkTepa U
pacckasbl 0 OJM3KUX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorure noIpoCTKU JETKOMBICTICHHO OTHOCSITCS K TTyOJIMKAITNK THYHON MHPOPMAITIH B
NuTtepHeTe, HE TOHMMAs BO3MOXKHBIX MOCIEACTBUM. ThI 1ake HE CMOXKEIIb J0TaaTbCsl O TOM,
yTto pororpadus, pazmerieHHas 5 JeT Ha3a/l, CTala MPUINHON O0TKa3a MPUHATH TOS Ha padoTy.

KommenTapuu, pazmenienie TBoux Gororpaduit u qpyrue qeiCcTBUS MOTYT HE HCUE3HYTh JaKe
[I0CJI€ TOTO, KaK Thl MX yJanulllb. Thl HE 3HaCIllb, KTO COXPaHUJI 3Ty HH(POPMALIKIO, TIonalia JIn
OHA B [TIOMCKOBBIE CHCTEMbI M COXPAHMIIACh JIM OHA, a TJIABHOE: YTO ITOAYMAIOT O Tebe
OKpY’Kalollee JI0/I1, KOTOpble HAWIYT U YBUIAT 3T0. Hailtu nHpopMainio MHOro JIeT ciycTs
CMOKeET JIt000i1 - KaKk U3 100pbIX NOOYKASHHM, TaK U C HAMEPEHUEM IIPUUUHUTD Bpel. ITO
MOYET OBITh KTO YI'OJHO.

OCHOBHBIE COBETHI IO 3aIUTC I.IPICl)pOBOﬁ penyranuun:

1. Tlomymaii, mpexae 4eM 4To-TO IMyOJIMKOBATh M MEpeaaBarh y ceds B OJI0Te WM B COIIMATIBHON
CeTH;

2. B mactpoiikax npoduis ycTaHOBH OTPaHUYCHHUS HA TPOCMOTP TBOETO MPODHUIISL U €T0
COJIEPKHMMOT0, CAENall ero TONbKO « I ApYy3ei»;

3. He pa3memniaiil u He yka3biBail HHQOpMAIIHIO, KOTOpas MOKET KOTO-IN00 OCKOPOISITH UITH
00MXKaTh.

ABTOpCKOeE NPaBo

CoBpeMeHHbIE IIKOJILHUKN — aKTHBHBIE MOJIb30BaTENN IU(PPOBOro mpocTpaHcTBa. OgHaKO
JTAJIEKO HE BCE 3HAIOT, YTO M0JIb30BAaHHE MHOTHMHU BO3MOKHOCTSIMH LIM(PPOBOTO MUpa TpedyeT
COOJTIOJIEHHS TTPaB Ha MHTEIIEKTYalbHYI0 COOCTBEHHOCTb.

TepMUH «WHTEIEKTyalbHasi COOCTBEHHOCTbY» OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
4eJI0BEYECKOI0 yMa, HauMHasi C HOBBIX U300pETeHUH 1 3HaKOB, 0003HAYAIOLINX COOCTBEHHOCTh
Ha MPOAYKTHI U YCIYTH, U 3aKaH4YMBasi KHUTaMu, ¢potorpadpusiMu, KHHOQUIbMAMU U
MY3bIKAJIbHBIMU ITPOU3BEICHUAMM.

ABTOpCKHE MpaBa — 3TO MpaBa Ha UHTEJUIEKTyaIbHYI0 COOCTBEHHOCTh HAa IPOM3BEACHUS HAYKH,
JUTEPATYpPBI U NCKYCCTBA. ABTOPCKHE MpPaBa BBICTYNAKOT B KAYECTBE TAPAHTHUH TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa He Oy/eT HalpacHbIM, JacT €My CIpaBe/JIMBbIE
BO3MOXKHOCTH 3apa00TaTh Ha pe3ysbTaTax CBOEro TPyAa, MOJYUYUTh U3BECTHOCTh U MIPU3HAHUE.
Huxkro 6e3 pa3zpemnieHust aBTopa He MOXKET BOCIIPOU3BOAMTH €0 MPOU3BECHHUE, PACIPOCTPAHSTH,
myOJIMYHO IEMOHCTPUPOBATH, IPO/IaBaTh, UMIOPTHUPOBATH, IIYCKAaTh B MIPOKAT, MyOINYHO
UCTIOJIHATH, IOKA3bIBATh/UCHIOIHATH B A(Hpe UK pa3meniaTsh B IHTepHeTe.



Vcnonb30BaHue «ITHPATCKOTO» MIPOrPAMMHOTO 00€CIIeYeHUsT MOXKET IIPUBECTH K MHOTUM
pHUCKaM: OT MMOTEPH JAAHHBIX K TBOMM aKKayHTaM 110 OJIOKUPOBKHU TBOETO YCTPOICTBa, I/ie
YCTAaHOBJICHHBIH HE JierajgbHast mporpamma. He cTouT Takke 3a0bIBaTh, 4TO CYIIECTBYET
nerajbHble U OECIUIaTHBIE MPOTrPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CeTteBuv0K.p(h — TBOM TNIABHBIN COBETYHK B CETH. 3/1€Ch ThI MOXKEIIh Y3HATH 0 0€30MaCHOCTH B
CETU MOHATHBIM U JOCTYIHBIM SI3IKOM, a ITPU BO3SHUKHOBEHUH KPUTUUYECKON CUTyalluU
00paTHThCS 32 COBETOM. A TaKkKe MPUHATH YIacTHE B KOHKYPCaxX M CTaTh CAMbIM ITU(GPOBBIM
rpaxjaHuHOM !


http://сетевичок.рф/

